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Ethereum PoW (GHOST)
Greediest Heaviest 
Observed SubTree
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Ethereum PoW - Uncles

https://ethereum.org/en/whitepaper/
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d: difficulty



Sleepy Model
f < 50% of awake

1 honest awake
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Available Chain

f < 50% of awake

𝚫 (Synchronous)

1 honest awake

Finality Chain

f < n / 3      +  economic security

𝚫 after GST  (part. sync)

All online after GAT



Switch to Proof-of-Stake





Sybil Resistance - Staking
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Two Lines of Research
1. Mimicking GHOST

a. Voting based protocol
b. Available chain (sleepy model)

⇒ LMD-GHOST

2. Part. Sync protocol
a. Economic security

⇒ Casper FFG



The Merge





Ethash Equivalent Hashrate



Mining Profitability



Practical Aspects



https://www.pectrified.com/mainnet

Validators
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Consensus Layer Clients



https://clientdiversity.org/#distribution



Clients



Clients

Daily count of 
active nodes 
per blockchain 
network.

Multiple Sides of 36 Coins: Measuring Peer-to-Peer Infrastructure Across Cryptocurrencies 
Lucianna Kiffer, Lioba Heimbach, Dennis Trautwein, Yann Vonlanthen, Oliver Gasser. ACM SIGMETRICS 2026, Ann Arbor, Michigan, USA, 2026
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The Network Layer
1. Censorship Resistance

⇒ anyone can run a client
(follow consensus, read state, send tx)

2. Openness 
⇒ anyone can run a validator
⇒ fairness (run from anywhere)

3. Privacy
⇒ no structured topology

4. Security
⇒ high resilience 



The Network Layer
1. Censorship Resistance

⇒ anyone can run a client
(follow consensus, read state, send tx)

2. Openness 
⇒ anyone can run a validator
⇒ fairness (run from anywhere)

3. Privacy
⇒ no structured topology

4. Security
⇒ high resilience 



66

2
3

4

14

23

6
7

8
9



67

?

?
?

?

?
?

?

?



68

2
3

4

14

23

6
7

8
9



69

2
3

4

14

23

6
7

8
9



70

2
3

4

14

23

6
7

8
9



71

2
3

4

14

23

6
7

8
9

6



subnet 5

subnet 62
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Deanonymizing Ethereum Validators: The P2P Network Has a Privacy Issue.
Lioba Heimbach, Yann Vonlanthen, Juan Villacis, Lucianna Kiffer, Roger Wattenhofer. 34th USENIX Security Symposium, Seattle, USA, 2025
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Ebb-and-Flow Protocols



Ebb-and-Flow



Available Protocol Finality GadgetMempool

Prefix Property: The available chain is a prefix of the final chain.



Available Chain

f < 50% of awake

𝚫 (Synchronous)

1 honest awake

Finality Chain

f < n / 3

𝚫 after GST  (part. 

sync)

All online after GAT



Advantages of 
Ebb & Flow

● Circumventing the CAP Theorem
○ Two chains ⇒ two signals
○ Peace time / war time

● Available Chain
○ Continuous block production
○ Higher adversary resilience under 

normal network conditions
○ PQ ready?

● Finality Chain
○ Economic security

● Circumventing the “slot-length vs time to 
finality” trade-off





LMD-GHOST & Casper FFG
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Vote on blocks
LMD-GHOST = Latest Message Driven Greediest Heaviest Observed SubTree
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1 honest awake

k-deep ⇒ confirmed
k-deep confirmation

OR

fast confirmation

f < 50% of awake



ethpandaops.io/posts/fcr-simulator/

𝚫 (Synchronous)

f < 80% of awake
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(B64, 2)

B94 B95

B96

B32

Votes 🤔
Which chain 
should I follow?

Fork Choice
Spec

B95

Honest 
Validator 
Guide

B95.latest justified 
checkpoint

B95.latest checkpoint

Send the following attestation

1. Start from store.highest_justified_checkpoint
2. Filter out bad branches
3. Follow the branch with the highest number of 

GHOST votes until you find a leaf block
4. The leaf block is the head of the chain

● Latest justified checkpoint
● Latest finalized checkpoint 
● ….

B95

B64 B65 B94 B95

epoch 2

C2=(B64,2
)

Votes Votes

Votes

(B32, 1)

How do validators cast FFG votes?



Francesco D’Amato
  Ethereum Foundation

Ethereum Consensus:
The Available Chain



LMD-GHOST
(in)security



LMD-GHOST protocol

👑



Security definition

We want a confirmation rule that is:
- safe: no conflicting blocks are 

confirmed
- live: blocks proposed by honest 

participants are regularly 
confirmed

Sleepy model

f < 50% of awake

𝚫 (Synchronous)

1 honest awake



Balancing attack
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Balancing attack ⇒ no secure confirmation rule for LMD-GHOST

1. a live confirmation rule would eventually confirm some block B during the attack
2. the attacker collapses the fork-choice to the opposite branch
3. eventually a conflicting B’ is confirmed



Constructing a Secure
Available Chain



Longest chain

Original dynamically available protocol, but doesn’t have:
- Deterministic safety (probabilistic instead)
- Constant latency (κ-deep confirmation, dependent on security parameter)

With parallel votes, we want to do better



Basic idea: proposer-driven synchronization

Can synchronize how validators vote at least in slots with honest proposers? 
To temporarily break the balancing
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Proposer-driven synchronization: view-merge

LMD-GHOST LMD-GHOST with view-merge



1. Validator view at freeze time is V
2. Proposer view at proposal time is V’, V ⊂ V’
3. Merged view at voting time: V ∪ V’ = V’

Head block: 
LMD-GHOST(V’)



More proposer synchronization: time-shifted quorum
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More proposer synchronization: time-shifted quorum

Graded Agreement



Security?

LMD-GHOST with view-merge is secure with respect to the kappa-deep 
confirmation rule under the normal synchronous model (GST = 0, GAT = 0) 



Security?

LMD-GHOST with view-merge is secure with respect to the kappa-deep 
confirmation rule under the normal synchronous model (GST = 0, GAT = 0) 

Key result:

Reorg-resilience
Blocks proposed by honest proposers never leave the canonical chain (are never 
reorged)
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With high probability, every range of κ blocks has an honest proposer, and so a 
“stable block” that never gets reorged.



Reorg resilience => κ-deep confirmation is secure

With high probability, every range of κ blocks has an honest proposer, and so a 
“stable block” that never gets reorged.

Note: latency O(κ) like longest chain. Can do O(1) as well.
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descendant of B
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Reorg resilience
1. If all honest participants vote 

on the subtree of block B at 
slot N, then B is canonical: 
LMD-GHOST outputs a 
descendant of B

2. They all vote for a 
descendant of B at N+1 too, 
then at N+2 etc…

3. B is never reorged

N+2



Reorg resilience

View-merge gives us the base case: an honest block receives all honest votes



Security!
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Security!

… however:
- not yet in the sleepy model 
- does not work with committees

For the same reason!
The honest votes at slot N are not
a majority of all weight if there are:

- Votes of asleep validators
- Votes of previous committees

N

N-1
N



Ex-ante Reorgs
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Without committees, only the 
latest voting round matters

Same trouble with asleep 
validators! Their latest votes 
are “stale”, not from the latest 
round

Ex-ante Reorgs

��



Goldfish



Ex-ante Reorgs (with committees)
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Votes accumulate 
across committees.

The 3/4 voting for D is 
3/4 of one committee, 
not of the whole 
validator set! 

Ex-ante Reorgs

��
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Without committees, only the 
latest voting round matters

Same trouble with asleep 
validators! Their latest votes 
are “stale”, not from the latest 
round

Ex-ante Reorgs
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Goldfish = LMD-GHOST + view-merge + vote-expiry

At slot t, only run the fork-choice (GHOST) with votes from slot t-1.
Old votes (previous committees, asleep validators…) have no influence.
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Goldfish

Can imagine that completely new participants show up in each slot, and signal 
is relayed from a set of awake participants to the next via votes



Same as before: if all honest 
votes from slot N are on a 
subtree, that subtree wins in 
slot N+1 (and so on…)

N

Goldfish: reorg resilience
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N

Goldfish: reorg resilience



Goldfish: (lack of ) asynchrony resilience
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Goldfish: (lack of ) asynchrony resilience

Not surprising:
- Dynamic availability requires making new decisions with whoever is 

online
- Asynchrony resilience requires holding on to previous decisions

Similar to the availability-finality dilemma, but we want the available chain 
itself to have some resilience to asynchrony



RLMD-GHOST (Recent Latest Message Driven - 
GHOST)
Family of protocols obtained by letting the vote expiry period η ≥1 vary:

- At slot t, use votes from slots ≥ t - η
- Goldfish = RLMD-GHOST(η=1) => previous slot votes
- LMD-GHOST = RLMD-GHOST(η=∞) => all votes

η ↑ => asynchrony resilience ↑ , tolerance of fluctuating participation ↓
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- LMD-GHOST = RLMD-GHOST(η=∞) => all votes

η ↑ => asynchrony resilience ↑ , tolerance of fluctuating participation ↓

Votes persist for η slots:
- Good: periods of asynchrony of up to η slots do not cause “full collapse”
- Bad: fluctuating participation within the last η slots can still cause trouble



RLMD-GHOST (Recent Latest Message Driven - 
GHOST)
Family of protocols obtained by letting the vote expiry period η ≥1 vary:

- At slot t, use votes from slots ≥ t - η
- Goldfish = RLMD-GHOST(η=1) => previous slot votes
- LMD-GHOST = RLMD-GHOST(η=∞) => all votes

η ↑ => asynchrony resilience ↑ , tolerance of fluctuating participation ↓

- Goldfish has no asynchrony resilience, but tolerates fully fluctuating 
participation (sleepy model) and committees

- LMD-GHOST can even achieve asynchronous safety, but requires full 
participation



Goldfish

Dynamic 
availability

Async 
resilience

View-merge based Time-shifted quorum based

RLMD-GHOST

LMD-GHOST

MMR

TOB-SVD



Goldfish

Dynamic 
availability

Async 
resilience

View-merge based Time-shifted quorum based

RLMD-GHOST

LMD-GHOST

MMR

TOB-SVD

Committee
support



Combining the two: committees + asynchrony resilience

f < 50% of awake

𝚫 (Synchronous)

Honest majority of 

awake stake

Goldfish

RLMD-GHOST(η)

“Stabilization gadget”



Open Questions

● Can we have committee support (subsampling) and asynchrony 
resilience in a simpler way?

● Do we have to pay an additional latency cost for synchronization? 
(e.g. one more Δ for view-merge or time shifted quorum)

● Do we have to pay an additional latency cost for fast 
confirmation/constant latency?





Francesco D’Amato
  Ethereum Foundation

Ethereum Consensus:
The Finality Gadget



Available Chain

f < n / 2

𝚫 (Synchronous)

1 honest awake

Finality Chain

f < n / 3

𝚫 after GST  (part. 

sync)

All online after GAT



Casper-FFG recap

- Checkpoint: (Block, 
epoch) pair

- FFG Votes: Checkpoint 
-> Checkpoint links

- Supermajority links: ⅔ 
stake supports a link

- Justification: a chain of 
links from Genesis

- Finality: length 1 
justification



Only ways to “bypass a finalization” and justify a conflicting higher epoch checkpoint

Slashing

Equivocation
Violates the voting rule: only one vote 
per epoch (two targets, same epoch)

Surround voting
Violates the voting rule: your source 
(your lock) should only move 
forward



System-level perspective: the state 
First building block is the state transition, which associates a state to every block 



System-level perspective: the state 

Handles:
- achieving finality: a block is finalized if 

it finalized in some BeaconState (of 
another block)

- validator set changes: no global 
validator set, there is only the validator 
set of a given state, constantly evolving

- slashing

First building block is the state transition, which associates a state to every block 



Accountable safety

If two conflicting blocks are finalized, we have evidence to slash ≥ 1/3 of the stake

Purely a property of the state transition function

Slashing evidence is 
contained in the two chains



Weak subjectivity: accountable safety with a dynamic 
validator set
If two conflicting blocks are finalized within T epochs of their highest common 
ancestor B we have evidence to slash ≥ (1 - ∂•T) total_stake(state(B)) / 3

Safety decay ∂ depends on the max allowed rate of change of the validator set



Weak subjectivity: accountable safety with a dynamic 
validator set
∂ defines the weak subjectivity period (WSP): the time it takes for the slashing 
guarantee (quorum intersection) to drop by 0.1



If the chain is not finalizing, we punish 
validators that are not participating

Also part of the state transition:
- On a given chain in a given epoch, 

there’s a unique correct FFG vote: 
- Source = latest justified
- target = epoch boundary 

block
- Voting correctly exempts you 

from the leak

Inactivity leak (“accountable liveness”)

👑

Correct vote 
on this chain



Inactivity leak (“accountable liveness”)

Leak tightness

In every epoch of nonfinality in a 
given state, ≥ ⅓ of the stake is 
subject to leak 

(Currently Ethereum only guarantees ≥ ⅙)



System-level perspective: the fork-choice store 

A node needs to:
- process new blocks and votes
- run the fork-choice to determine 

the head of the chain

To do so, it keeps:
- A block tree
- Associated states, and the finality 

gadget information they carry
- latest votes for LMD-GHOST



System-level perspective: the fork-choice store 

F = latest finalized checkpoint
J = latest justified checkpoint
H = head of the chain

We enforce J < H by running 
LMD-GHOST from J

HJF 👑

LMD-GHOST
on this subtree



System-level perspective: the fork-choice store 

Finalizations are treated as 
irreversible locally:

- New blocks conflicting with a 
finalization are not accepted

HJF 👑
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System-level perspective: the fork-choice store 

Finalizations are treated as 
irreversible locally:

- New blocks conflicting with a 
finalization are not accepted

- Even existing conflicting 
blocks can be pruned

- Same for all ancestors and 
their states

HF J

Lack of pruning is a large reason why nonfinality is problematic for clients

👑



System-level perspective: the fork-choice store 

If most of the network processes a 
finalization, a conflicting finalized 
block released later has no effect, 
even if the whole validator set is 
corrupted

Safety of finality can be violated by 
the validator set, but not once the 
whole network has locked on a 
finalization

HF J 👑



System-level perspective: the fork-choice store 

Other side of the coin: deadlocks

In case of conflicting finalizations, 
nodes can end up with 
incompatible views of the world 
and manual recovery is required

HF J

HF J 👑

👑



Weak subjectivity: accountable safety with a dynamic 
validator set
Building a private chain to finalize a conflicting checkpoint after safety decay is not 
effective



Weak subjectivity: accountable safety with a dynamic 
validator set
Building a private chain to finalize a conflicting checkpoint after safety decay is not 
effective



Weak subjectivity: accountable safety with a dynamic 
validator set
Danger of conflicting finalizations decays if they are revealed far apart from each 
other. If nodes know about the first finalization, they won’t accept the second. 

danger high
safety high

danger low
safety low 



Weak subjectivity: accountable safety with a dynamic 
validator set

However the safety 
baseline continuously 
decays when we are not 
finalizing

The inactivity leak makes 
waiting for safety to decay 
costly



(1) Honest majority, synchrony
(2) Secure Ebb-and-flow protocol 

1 + 2 => safe and live available 
chain, but finality can stall if 
adversary does not cooperate.

If so, the adversary leaks on the 
canonical chain

Inactivity leak

Safety decays, adversary leaks



Inactivity leak

Leak fairness

If the canonical chain is 
sufficiently stable, a validator that 
follows the voting rules and 
whose votes is quickly included 
onchain does not get leaked.

👑

Correct vote 
on this chain



J

HF

J H

F

Leak fairness is part of why we use J. If you are locked on J (voted J -> B):

B B
👑

👑
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Leak fairness is part of why we use J. If you are locked on J (voted J -> B):
- Fork-choice anchored in J: can vote J -> H and not get leaked on the 

canonical chain
- Fork-choice anchored in F:  voting F -> H is a surround vote, can either 

get slashed or leaked on the canonical chain

B B
👑

👑



J

HF

J H

F

Leak fairness is part of why we use J. If you are locked on J (voted J -> B):
- Fork-choice anchored in J: can vote J -> H and not get leaked on the 

canonical chain
- Fork-choice anchored in F:  voting F -> H is a surround vote, can either 

get slashed or leaked on the canonical chain

B B
👑

👑

Generally interaction between FG and AC is a major source of problems and 
one of the main challenges in the design of the future consensus protocol.



Interaction: healing after asynchrony

��



Interaction: healing after asynchrony

Available Protocol Finality Gadget

Garbage in

Garbage out



Inactivity leak

J HF

Even when using J as fork-choice anchor:
- Canonical chain might not know 

about the latest justification: the 
latest justified for H is F

- If you’re locked on J, you’re unable to 
vote correctly on the canonical chain: 
again, either get slashed or leaked



Inactivity leak

JF

Should be fixed by transferring the 
“justification certificate” from one chain 
to the other, but not so simple:
1. Different validator sets, so votes 

don’t count the same
2. We could fix a validator set 

snapshot to use,  only dependent 
on (source, target), but during a 
long period of nonfinality we’d have 
to hold on to many of these 

H
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Even when using J as fork-choice anchor:
- Canonical chain might not know 

about the latest justification: the 
latest justified for H is F

- If you’re locked on J, you’re unable to 
vote correctly on the canonical chain: 
either get slashed or leaked

In Gasper, resolved by branch filtering: 
only branches up to date with the latest 
justification are viable. 



Inactivity leak

J

H

F

Even when using J as fork-choice anchor:
- Canonical chain might not know 

about the latest justification: the 
latest justified for H is F

- If you’re locked on J, you’re unable to 
vote correctly on the canonical chain: 
either get slashed or leaked

In Gasper, resolved by branch filtering: 
only branches up to date with the latest 
justification are viable. 

Major source of issues in the interaction between LMD-GHOST and FFG, 
will be removed in the future.
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Decoupled Consensus



BLOCK VOTE BLOCK VOTE BLOCK VOTE

Coupled timelines in Gasper
1M Attestations 
of ~100B over 32 slots!
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BLOCK VOTE BLOCK VOTE

Coupled timelines in Gasper
Large committees 
→ long slots
→ slow block production

Block production and finality timeline are coupled!
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FG

Decoupled Consensus
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(Economic Safety)
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Goldfish
f < n / 2

𝚫 (Synchronous)

1 honest awake

t + Δ t + 2Δ t + 3Δ

Propose Vote Fast Confirm

t

Rotate committee at every slot!

Secret Committee Election

Fast confirm with 512 votes!



Goldfish (AC)

BFT (FG)

RLMD-GHOST (AR)

Stabilization Gadget
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Incremental Improvements

→ consolidation
→ p2p
→ privacy

Advantages

Flexible

→ hard work up front
→ swap components later

PQ Ready

→ Available chain doesn’t 
need aggregation
→ possible short term 
alternative

VOTE
Goldfish

(Heartbeat)
Finality Gadget

(Economic Safety)
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Why Ethereum Is Uniquely Positioned 

Large Validator Set 

→ removing a round is 
meaningful

High Participation

→ we can benefit from 
optimistic conditions

Synergies with High 
Finality Threshold

→ we benefit from raising 
the finality threshold from 
67% to e.g., 83%

83%



Why Ethereum Is Uniquely Positioned 

Large Validator Set 

→ removing a round is 
meaningful

High Participation

→ we can benefit from 
optimistic conditions

Synergies with High 
Finality Threshold

→ we benefit from raising 
the finality threshold from 
67% to e.g., 83% 
because:

1. Minority can force 
non-finality

2. Tolerance to bugs
3. Possibly even higher 

safety
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JUSTIFY FINALIZE

Optimistic

67% 67%Slow Path:

100%Fast Path:

f = 33%
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FINALIZE

Pure

83%

f = 25%



JUSTIFY FINALIZE

Hybrid

51% 83%Slow Path:

92%Fast Path:

f = 33%



Consensus Goals* 

Fast Blocks  in spite of
● zkEVM
● FOCIL/ePBS
● PQ signatures

Low Latency in spite of
● 128’000+ validators
● Validator privacy
● PQ signatures

50% Safety Under Sync
⇒ strongest security

Veto Power by Minority
No bug can finalize a wrong chain
⇒ liveness threshold of 83%?

Fairness & Decentralization
⇒ geographic decentralization
⇒ no optimistic responsiveness

Accountable Safety (17%-33%)
⇒ economic security

Accountable Liveness
(programatically recover from 
partitions, exits and forks)

No Downtime: tolerate, e.g., crash 
faults by multiple clients
⇒ dynamic availability 



Consensus Goals* 

Fast Blocks  in spite of
● zkEVM
● FOCIL/ePBS
● PQ signatures

Low Latency in spite of
● 128’000+ validators
● Validator privacy
● PQ signatures

50% Safety Under Sync
⇒ strongest security

Veto Power by Minority
No bug can finalize a wrong chain
⇒ liveness threshold of 83%?

Fairness & Decentralization
⇒ geographic decentralization
⇒ no optimistic responsiveness

Accountable Safety (17%-33%)
⇒ economic security

Accountable Liveness
(programatically recover from 
partitions, exits and forks)

No Downtime: tolerate, e.g., crash 
faults by multiple clients
⇒ dynamic availability 

Asynchrony Resilience of 
Available Chain 



https://consensus.ethereum.foundation/



Q&A

@yannvon

yannvon@ethereum.org

@fradamt

francesco@ethereum.org


